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Extended Abstract  

In recent years, Europe has faced a range 

of complex challenges, both internally and 

in its adjacent territories, which have 

affected the stability, security, and 

prosperity of local communities [1]. These 

changes, combined with technological 

advancements and emerging threats, pose 

significant risks to Critical Infrastructures 

(CI). Such structures are vital for the 

security, economic growth, innovation and 

well-being of European citizens.  Ensuring 

their reliable, resilient, and autonomous 

operation is paramount, particularly in 

light of the European Commission's 

Security Union Strategy, which emphasizes 

the importance of safeguarding such systems [2]. However, as CIs become more digitized and 

interconnected, they are increasingly vulnerable to sophisticated threats, including cyberattacks and 

physical disruptions [3]. The failure of one CI can cascade through interconnected networks, potentially 

endangering both the infrastructure and the first responders involved in managing such incidents [4]. 

To address these challenges, CI operators require innovative solutions that can operate autonomously, 

adapt to varying operational needs, and support effective decision-making in the face of hazardous events 

[5]. Despite the availability of mature technologies that assist in CI operations and risk mitigation, there is 

currently no integrated, holistic solution that leverages heterogeneous autonomous assets for 

comprehensive CI protection. This gap presents a significant opportunity for technological advancement. 

The TESTUDO project is designed to fill this gap by delivering an innovative prototype solution for CI 

protection that emphasizes autonomy, long-term deployment, and resilience. The project aims to design, 

implement, validate, and deliver a system capable of meeting diverse operational challenges, utilizing a 

three-pillar approach:  

(i) Novel sensing components for enhanced and diverse detection capacities, including the use of 

dynamic sensors on unmanned assets and fixed sensors in remote and challenging environments. 

 

Figure 1. Preliminary, high-level depiction of the TESTUDO 
architecture. 



(ii) AI-driven knowledge extraction and machine learning (ML) frameworks to enhance decision-

making capabilities. 

(iii) Advanced prevention and prediction models to minimize the impact of hazardous events and 

support recovery efforts.  

These technologies will collectively create a robust and flexible CI monitoring and protection system, 

capable of autonomous operation in complex and unpredictable environments as depicted in Figure 1. 

The primary objective of TESTUDO is to deliver a prototype at Technology Readiness Level 7 (TRL-7), which 

will be capable of autonomously managing CI protection in challenging environments. TESTUDO's two 

strategic objectives are Autonomy on the Platform (AoP) and Autonomy on the Edge (AoE). AoP will focus 

on integrating autonomous functionality into a system of heterogeneous assets, such as unmanned 

vehicles (UxVs) and a network of fixed sensors. This platform targets to enhance preparedness, 

prevention, and response capabilities by enabling detection, identification, and coordinated response to 

potential threats. AoE, on the other hand, will deliver AI-based offline cognitive capabilities that can 

operate in remote areas with limited or no connectivity, ensuring that the system remains functional even 

in the absence of communication links. 

By leveraging state-of-the-art AI technologies, TESTUDO will enable high-level autonomy, reducing the 

need for human intervention in CI protection operations. The system will also incorporate a variety of 

advanced sensing and detection technologies, ensuring a robust and reliable monitoring framework 

capable of identifying threats early and supporting effective prevention and mitigation strategies. 

Through a combination of real-time decision-making tools, secure communication systems, and AI-

powered threat assessment models, TESTUDO will deliver a comprehensive framework for enhanced 

situation awareness and optimal response to hazardous incidents. 

Moreover, each TESTUDO prototype will be tested and validated through in short and long-term 

deployments in one operational trial and two large-scale and cross-sectorial trials. These trials will 

demonstrate the system’s ability to handle a wide range of threats to CI, such as natural disasters, terrorist 

attacks, and incidents involving hazardous materials. Each version of the prototype will undergo rigorous 

testing in both short-term and long-term scenarios to evaluate its ability to protect, prevent, and predict 

critical events and validate the robustness, flexibility, and resilience of the TESTUDO solution. The trials 

will provide critical information to CI operators and first responders, ensuring that the system can function 

autonomously over extended periods and adapt to varying operational conditions.  

In conclusion, TESTUDO will demonstrate a highly flexible and modular platform that can be tailored to 

the specific needs of different CI operators. The ultimate goal is to provide a scalable, autonomous, and 

resilient solution for the long-term protection of critical infrastructures across Europe. 
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